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INFORMING AVIATION SECURITY WORKFORCE ASSESSMENT AND SELECTION
AMIDST THE COVID-19 PANDEMIC
Stephen R. Mitroff
Kedlin Screening International
Bethesda MD, USA
Benjamin Sharpe
Kedlin Screening International
Seattle WA, USA
The COVID-19 pandemic has presented the aviation security industry with shortand long-term challenges relating to workforce assessment that require thoughtful
responses. In the short-term, the pandemic has made it difficult to administer
typical assessment methods. In the long-term, as the pandemic’s impact lessens
and travel regains pre-pandemic levels, organizations will need to decide how best
to allocate current employees and onboard new employees. While the pandemic
has created both selection and assessment challenges, it now opens the door for
innovations to support organizations to be better prepared to support the traveling
public. The current paper discusses a tool, XRAY Screener, that may offer a way
to achieve such goals. XRAY Screener has been shown to effectively and
efficiently identify individuals who are best-suited to conduct X-ray screenings.
The tool offers a flexible way to assess screeners, making it a viable means to
assess performance during and after the pandemic.
Nearly everyone was impacted by the COVID-19 pandemic that effectively shut down
non-essential services worldwide beginning in March 2020. As public and private organizations
rushed to contain the spread of the novel coronavirus, each industry was forced to evaluate how
their operations should or could be modified. The overall impact of COVID-19 was devastating,
with global economies suffering and panic setting in for many people. This perfect storm of a
crisis (Mitroff, 2020) forced difficult, if not impossible, decisions. The aviation industry was hit
especially hard (e.g., Dube, 2021, Mhalla, 2020; Rimmer, 2020) as air travel had the potential to
be a key means of spreading the virus. As government and airport authorities restricted travel and
passengers stopped flying, nearly every aspect of normalcy was affected for the industry. It is
estimated that the reduction in air travel will result in a loss of over 1% of world GDP and job
losses over 25 million (Iacus et al., 2020). It is anticipated that the impact on the airline industry
could be severe, with long-term financial fallout and potential consolidation of the industry
(Suau-Sanchez, 2020). Therefore, as sectors of the aviation industry reopen and/or return to prepandemic levels of operation, steps must be taken to do so responsibly to protect passengers,
reduce costs, and increase efficiency (Dube, 2021).
The impact of reduced passenger travel has a trickle-down effect that impacts all aspects
of the aviation industry. For example, security is one of the most vital components of the
process, and unfortunately, fewer travelers results in reduced funding for security operations as
they are, at least in part, often funded through aviation travel (e.g., taxes and fees on airline ticket
purchases). Moreover, having fewer passengers disrupts standard operating procedures for
implementing security measures and for assessing the efficacy of the workforce to enact the
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measures. To pile on the potential problems, the pandemic also created specific concerns for how
to have the security workforce safely interact with one another and the (limited) traveling public.
With all of these hurdles, each organization has had to adjust operations to maintain security as a
critical step, but to do so with a reduced traveling public and with reduced funding.
The goal of this paper is to discuss the challenges, and unforeseen benefits, the COVID19 pandemic has presented to the aviation security industry for both during the pandemic and
once the impact of pandemic eventually lessens and travel returns to pre-pandemic levels.
Following discussions of the current and future states of aviation security in light of the
pandemic, a tool is presented as a potential solution for many of the novel challenges that
COVID-19 has created.
Challenges, and Unforeseen Benefits, of the COVID-19 Pandemic
Challenges amidst the COVID-19 Pandemic
The challenges to the aviation security industry amidst the pandemic are, unfortunately,
numerous and varied. For example, there is a reduced ability to do face-to-face security
measures, there is a need for a way to safely conduct security measures in a sanitary manner, and
there needs to be a way to ensure the safety of the workforce. Moreover, there is the reality that
some members of the security workforce will themselves get sick or need extended time off to
deal with sick family members and/or to deal with new challenges in their home life (e.g.,
childcare). From an organizational standpoint, the pandemic has created a less obvious but
highly important challenge—it is more difficult to adequately assess the capability of the
workforce to ensure the security screeners are able to appropriately administer the established
security measures. For example, there is a reduced capability to administer covert testing (i.e.,
red team, systems checks), wherein a member of the organization surreptitiously tests the
security operations by attempting to bring prohibited items through the security checkpoint.
Moreover, standard procedures for ongoing training efforts are potentially affected as it may not
be possible to gather groups of security officers in a room for a classroom-style training session.
Once the effects of the pandemic lessen and the aviation industry begins its return to prepandemic passenger rates, each organization will need to find a way to “build back better”
(Dube, 2021). This will present a myriad of new challenges, including the need to hire (or rehire)
employees, a need to train both new employees and an out-of-practice workforce, and a need to
create operations that promote the future safety of the workforce and the traveling public. Each
step could require a significant financial investment, which may place a heavy burden on
organizations that were hindered by the pandemic. As such, it will be critical to be thoughtful in
how to be optimally efficient in returning to “normal” levels of security performance. For
example, organizations will need to better assess new hires as they start to rebuild their
workforce and need to make sure current employees are best-suited for their roles in conducting
the necessary security operations. There will likely be numerous changes to the security
procedures and each individual screener has likely been affected by the pandemic (i.e., physical,
mental, or economic changes due to the pandemic), so it is critical to ensure each employee is
ready to perform to the best of their ability. Just because someone was a high performer before
the pandemic does not guarantee they will still be after.
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Unforeseen Benefits of the Pandemic for aviation security
While the downsides of the pandemic to the aviation industry are clear, it is interesting to
consider that there are also some potential unforeseen benefits. For example, if steps can be
taken to ensure it is done safely (virtually or by some other means) there could be additional time
for assessing and training the workforce; since there are fewer travelers, the workforce may have
more flexibility. Likewise, the reduced demands on organizations to process high volumes of
travelers could afford the opportunity to reevaluate standard operations; for example, whether it
makes sense to have members of the workforce specialize in specific roles (Kedlin Screening
International, 2018). Likewise, it may be useful to reevaluate hiring, assessment, and training
processes. As the industry emerges from the pandemic, organizations will have an opportunity to
explore how current procedures can be done more effectively and efficiently, how to establish
new standard operating procedures that can be more resilient to future pandemics, and how to
hire selectively with new criteria and measures that will better ensure the workforce is aligned
with the security needs.
Innovation to Help Aviation Security Organizations During and After the Pandemic
As laid out above, there is a need in the aviation security industry to leverage innovation
to more effectively and efficiently assess performance and provide training within a security
workforce. XRAY Screener, an app-based selection and assessment tool,
(www.kedlinscreening.com) is an example of leveraging innovation as an opportunity to be
better post-pandemic. XRAY Screener has been assessed across two TSA-funded projects and
has been used by security organizations in Australia since 2016. It is a flexible and portable tool
that is built on a dynamic platform.
XRAY Screener was developed through a partnership that combined scientificallybacked information from academia with a successful gaming app platform. Kedlin Co.
(www.airportscannergame.com) developed and published a mobile app called Airport Scanner
that has players serve as X-ray Operators to detect prohibited items in simulated bags at virtual
airport security checkpoints. Players use a mobile device (e.g., iPad, smartphone) and view
simulated bags that may contain prohibited items (Figure 1). They use their finger to tap on any
detected prohibited items. The game gained a high-level of popularity with over 20 million
downloads. Dr. Stephen Mitroff and his academic research team worked with Kedlin Co. to save
player-generated data, which has created a massive dataset of over 3.8 billion trials from over 15
million devices (as of March 2021). This unique dataset has served as the basis for multiple
federal grants from the US Army and has provided the foundation for a number of academic
publications (e.g., Mitroff et al., 2015).
Creation and Validation of XRAY Screener Tool
XRAY Screener is a modified version of a successful gaming app that combines the
successful underlying mechanics of the Airport Scanner mobile game with a carefully controlled
structure that can appropriately assess human performance in aviation security populations
(Mitroff, Ericson, & Sharpe, 2018). XRAY Screener uses simulated images (Figure 1) and a
well-controlled algorithm to present users with test images and then record their speed and
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accuracy of response. The core of XRAY Screener is an “assessment” module that presents trials
to users and records their accuracy and speed at correctly identifying prohibited items and
correctly identifying bags that do not contain a prohibited item. Through two TSA-funded
projects, XRAY Screener was administered to over 3,000 Transportation Security Officers and
performance was compared to their on-job metrics of performance (e.g., accuracy at covert tests
and speed to process bags at the checkpoint). The main results are presented in Mitroff et al.,
2018, which revealed that TSA Officers who performed better in the XRAY Screener assessment
were both more accurate and faster when performing at an actual security checkpoint with real
passengers and real bags (Figure 2).

Percent Difference in Actual Airport Security Operations
Between Top and Bottom XRAY Screener Performers

3S%
30%
2S%
20%
1S%
10%
5%

0%

Checkpoint Accuracy

Figure 1. Sample images from XRAY
Screener tool. The display on the left has a
prohibited item of a liquid container and the
display on the right has a prohibited item of a
pair of scissors.

Checkpoint Speed

Figure 2. Percent difference in covert miss
rate and checkpoint throughput (speed)
between the top & bottom 25% of XRAY
Screener performers. The top 25% were 32%
more accurate and 12% quicker to process
bags at the checkpoint (Mitroff et al., 2018).

Current Use of XRAY Screener Tool for Aviation Security Operations
Two different aviation security companies in Australia have used XRAY Screener as part
of their normal operations. XRAY Screener has been used to inform new hire selection—new
applicants complete the assessment and then the hiring team uses the applicant’s performance to
inform their decision on whether to hire the individual or not. There are many factors that go into
the hiring decisions, and the XRAY Screener assessment provides insights into the individual’s
likelihood of being successful at the X-ray Operator role—one of the most, if not the most,
critical roles in the security process. After the applicant completes the assessment, a PDF report
(Figure 3) is immediately available to the organization to help them with the decision process.
XRAY Screener has also been used by these organizations to help with assessing the
current workforce. After an adverse event (e.g., failing a covert test), the screeners can be rerun
on the assessment and performance can be compared over time. Likewise a new XRAY Screener
module is being used that involves just a very brief test (e.g., 2 minutes) administered frequently
(daily to a few times a week). This provides an ongoing assessment of each individual with the
possibility of identifying trends in performance.
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Figure 3. Sample new hire assessment report.
Use of XRAY Screener to Inform Hiring and Assessment During and After the Pandemic
As security organizations onboard new screening officers, they will need to maximize the
likelihood of their success. There is a good chance that the workforce will be, at least
temporarily, smaller, which makes it critical to have a streamlined workforce that is best suited
to do the difficult task of X-ray screening. XRAY Screener can provide objective data for the
hiring process, as is already done at a variety of airports in Australia. Moreover, as aviation
security organizations consider workforce specialization, XRAY Screener can help identify those
who are best suited for the X-ray Operator role. While groups have discussed specialization for
years, COVID-19 might be the final push the industry needs to seriously adopt the practice.
Covert testing is the gold standard for assessment, but it is challenging to execute in a
pandemic. More to the point, it is also difficult to execute in the best of times as it is time
consuming and costly. As well, it is nearly impossible to get enough data on each individual
screener to have a reliable estimate of their specific capabilities. XRAY Screener significantly
predicts covert testing performance, which means it can serve as a safe and effective way to
gather data both during and after the pandemic that can complement covert testing. It can provide
officer-level data so organizations can assess both the system and individual level readiness.
Finally, the XRAY Screener “Check-in” module provides a means to gather data
regularly (e.g., every shift), which can offer important insights for operational success. In good
times, people vary from day to day in their readiness (e.g., due to changes in sleep, emotional
experiences, fatigue, caffeine). During a world-wide pandemic, such changes are likely to be
exaggerated. XRAY Screener can be used each shift to provide data to on-floor supervisors
about which officers are most ready to perform right now.
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Conclusions
The COVID-19 pandemic has presented the aviation industry with unprecedented
challenges, but it has been inspiring to see how organizations around the world have quickly
adjusted to ensure the safety of the traveling public. Aviation security is a vital component of the
industry and it is critical that all steps be taken to maintain high-levels of performance through
the remainder of the pandemic and to be prepared to come out stronger when the impacts lessen.
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